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Agenda

* User Groups Overview
e Calendar Groups

* Tool Groups

* Product Security Roles
* Account Security

* Audit Reports
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User Groups Overview

* A group of users that can share aspects of Infinite Campus
e Calendar Rights, Tool Rights, Templates, & more

* Individual rights are cumulative based on group membership

* Best practice: do not intermix calendar & tool rights in a single group
e Separating ensures continuity of tool rights

* User Group Rights VS Individual User Rights
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User Groups Overview

Examples of User Groups in Infinite Campus

High School Teacher Calendar Rights
User Group

0 Current Calendar - Harrison HS

. e
Teachers High School -\ Tool Rights User Group
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Calendar Groups

e Used to control what calendars a user can see -1 Calendar - Arthur Elem
° Best Practice: -1 Calendar - Fillmore MS
e AllCalendars: system admins 1 Calendar - Harrison HS

“lg- +1 Calendar - Arthur Elem
e +1 Building Name: future calendar access

o g . +1 Calendar - Fillmore MS
* 0 Building Name: current active year

+1 Calendar - Harrison HS

e -1 Building Name: previous year
0 Current Calendar - Arthur Elem

B Only contains calendar rlghts 0 Current Calendar - Carter MS
0 Current Calendar - Fillmore MS
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Calendar Groups

* Modify Checkbox: controls where changes can be made

» Easy year-to-year updates via dropdown / check box

School

~

[ Harrison High e ]
Year
All Years a Z
. 29-30 5 Close School Months
Calendar Rights v | 2820 O
. 27-28
0 Current Calendar - Harrison HS ro.27
25-26
New Save Delete -
24-25
Rights Editor School Year Rights
Name School
25-26 Harrison High (All Calendars) [ Harrison High v ]
Year
25-26 v
Calendar
| All Calendars v |
Modify Rights Close School Months
O
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Tool Groups

* Typically separated by role

Search

Type

Search
| User Groupsearch.. J@

21 - 40 of 104 results

CampusAllCalsModifyRights
Census
Clericals

Counselor

Data Health Check

District Setup

Events & Actions
Fees

FRAM

FS-Admin
Health

Health Office Staff
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MYAP - Admin

MYAP - Counselor

Nurse

OLR Administrator

OLR Training

Principal

Professional Development
Scanning

Schedulers

Secretaries

Special Ed Staff
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Tool Groups

e Controls what tools a user can access

 Broken down by menu > category > tool

Main Menu

Instruction

Student Information

GENERAL
Activity Registration
Ad Hoc Letters
Alternate ID Lookup

Assessment

Tool Rights

» Instruction
v Student Information
v  General
Activity Registration

Ad Hoc Letters
User Group Reports

Alternate ID Lookup

Assessment

=) All
(=) Al
(=) All
Al

Al
() Al

LAl
LAl

() Read
(=] Read
(=) Read
(] Read

() Read
. | Read

[ ] Read

[ ] Read

) write
(=) Write
(=) write
) write

] Write
|| Write

| : | Write

|:| Write

) Add
= Add
=) Add
) Add

_J Add
_JAdd

[ ) Add
() Add

[ Delete
(=) Delete
(= Delete
[ Delete

[ ] Delete
|| Delete

|:| Delete

|:| Delete
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Tool Groups

 RWAD Permissions:

* Read: can only see the data

* Write: data can be modified & saved (unlocks save button)

* Add: data can be added (new)

* Delete: can delete data (use caution)

ac

Tool Rights
» Instruction |y
v  Student Information =] All
v  General = Al
Activity Registration Al
Ad Hoc Letters |y
User Group Reports LAl
Alternate ID Lookup C Al

] Read
(=] Read
(= Read
(] Read

Read
Read

) Read

| write
(=] write
(=] Write
| Write

Write
Write

|:| Write

| Add
= Add
—) Add
| Add

Add
Add

. Add

| Delete
(=) Delete
(=) Delete
| Delete

] Delete
|| Delete

|:| Delete
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Product Security Roles

User Management > User Account Administration > User Account

* Control who can make core changes

D Student Information System

This is the System Administrator role. It has full tool rights for all of the SIS including System Administration > User Security. Tool rights do not need to be assigned to a user that has the Student
Information System security role checkbox checked.

D Student Information System - Group Assignment
This role provides non-security users the ability to assign User Groups to other users without being given the security and system access granted with other product security roles.

D Student Information System - Login As User
This role indicates whether or not the user may log in as another user from the User Account tah.

Simple || Powerful Infinite g\
REPRODUCTION OR QUOTATION, IN WHOLE OR IN PART, IS STRICTLY PROHIBITED. Camp S

Copyright ®2025-2026 Computer Information Concepts, Inc.



Product Security Roles

e Student Information System
* Allows full access to User Security / Management
— Some roles/ access must be granted individually
» FRAM, Self Service Processor

» Combine Person
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Product Security Role — Student Information System

e Student Information System
* Allows full access to User Security / Management
— Some roles/ access must be granted individually
» FRAM, Self Service Processor
» Combine Person

* Group Assignment, Log In as User are included
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Product Security Role — Student Information System

WITH Student Information System Role %
User Management
User Account Administration User Groups Reports Settings
User Account Add User Group Ad Hoc Runtime Security Report ~ Account Security Preferences
User Account Batch Import Tool ~ User Group Information Audit Log E-Signature
User Account Batch Wizard Calendar Rights Client Statistics LDAP Certificate Management
User Account Letter Builder Membership Summary Product Security Role Report LDAP Configuration
User Account Letter Designer Tool Rights SAML - SSO Login Report Login Page Preferences
User Account Messenger Tool & Calendar Right Access Login Security Settings
User Account Messenger User Account Automation Log SAML - SSO Service Provider Tool nghtS for non SIS role
Scheduler User Group Report Configuration U M X
User Account Type Wizard Support Contact Information ser Management
User Session Manager User Account Administration Reports
User Account Ad Hoc Runtime Security Report
Audit Log
®
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Product Security Role — Group Assighment

* Allows non-security users to assign User Groups to others

* Work within Campus to the extent of their tool rights and are only allowed
access to the User Groups tab within User Security.

e Cannot view or modify their own tool rights nor the tool rights of other
users.
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Product Security Role — Group Assighment

User Account ¢ User Management > User Account Administration > User Account

Lifellearn, Alan EI Staff #: 010698 DOB: 07/01/1977

——— i —p—

Search and Add User Groups 1 Current Group Membership *

[R2Amm Ihd

0 Current Calendar - Harrison HS -

-1 Calendar - Arthur Elem
-1 Calendar - Fillmore MS HO Points Based
-1 Calendar - Harrison HS

-all

+1 Calendar - Arthur Elem

+1 Calendar - Fillmore MS

+1 Calendar - Harrison HS

0 Current Calendar - Arthur Elem
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Product Security Role — Log In As User

* Only for users with equivalent or lesser tool rights

User Account ¥ User Account ¥«
- Administrator, Demo [2]  staff #: 1234567809 - Lifellearn, Brian [2} staff #: 010609 DOB: 07/02/1977
User Account Detail admin User Account Detail brian.lifellearn
User Account Information User Account Information
User Credentials Auth User Credentials Authentication Inforr
Homepage Authentication Type Auther Homepage Authentication Type Authentication Options
| Campus Tools M | ‘ Local Campus Authentication.. ¥ ‘ [ g ‘ Campus Tools v | ‘ Local Campus Authentication .. ¥ | () Exclude from Multi-Fact
() T ] Time-Based Multi-Facto
Username * Username *
| admin | ‘ brian.lifellearn |
"] Force Password Change ") Force Password Change
Account Expiration Date Account Expiration Date
Selected user has more

month/day/year ‘@bhts than current user month/day/year ‘ﬁ‘
B B CURRENT User has more or
] Disable A t [ ] Disable A t . =
— DisabieAccoun — DisabieAccaun equivalent rights than selected user
Access Information Access Information
Failed Login Attempts: 0 Password Last Changed By: Unavailable Failed Login Attempts: 0 assword Last Changed By: Unavailable Modified By

B‘ Close H Delete ‘ ‘ Reset Password ‘ ‘ Log and Summaries ‘ ﬂ‘ Close H Delete ‘ ‘ Login As User ‘ Reset Password H Reset Account Setlings ‘ ‘ Log and Summaries ‘
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Membership Summary

User Management > User Groups > Membership Summary

* View all users in a user group

Membership Summary v

Attendance

User Group User Summary

admin100 (Administrator, System) admin5 (Administrator, System) admin9 (Administrator, System)
admin11 (Administrator, System) attendance (Attendance, User) jimreadonly (Baldwin, Joffrey)
DBaxter (Baxter, David) lamback (Black, Lois) rugone (Gone, Arr)

imahere (Herd, Joy) DHicks (Hicks, Danika) DLake (Lake, Duval)

DPrice (Price, Delina) psoucheray (Soucheray, Paula) CSouthwell (Southwell, Seymour)
vyang (Yang, Vue)
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Account Security

User Management > Settings > Account Security Preferences

e Student Automation

Student Account Automation

D Enable automatic creation of student accounts

Username
@ Use census email as account username
D Exclude email domain in username

O Use a pattern to generate username for each account created

Authentication Type
| Local Campus Authentication Only v |

Note: Any accounts created with this authentication type will be automatically flagged for password reset.
Password

C Randomly generate password for each account created

O Use a pattern to generate password for each account created

D Automatically disable student and parent portal accounts I:I day(s) after the student's enroliment end date.
Note: Disabling the account only applies to students who do not have any future enrollments and parents who have no students enrolled.
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Account Security

User Management > Settings > Account Security Preferences

° Staff Automation Staff Account Automation

0 Enable automatic creation of staff accounts
Note: Staff accounts will be created based on district assignment.

Username
@ Use census email as account username
D Exclude email domain in username

O Use a pattern to generate username for each account created

Authentication Type
Local Campus Authentication Only v

Note: Any accounts created with this authentication type will be automatically flagged for password reset.

Password

3
Each account generated will require account activation.
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Account Security

User Management > Settings > Account Security Preferences

¢ St a ff A u t O m a t I O n Staff Account Automation Setup

*Select Homepage

* Auto-assigh new staff to | [cemeusmsucion ]

*Select Title(s) and/or Role(s)

groups baSEd on rules Titles

2nd Grade Teacher

A
3rd Grade Teacher [ ]
4th Grade Teacher
5th Grade Teacher
6th Grade Teacher - ELA
6th Grade Teacher - Math

Rules Ath (Arada Taachar  Srianro v
*(Click and drag to select multiple)
Roles
Add Rule(s), | | Delete Rule(s) |
( ) ( ) Advisor - Role A
= Behavior Admin - Role
Staff Account Automation Rule S Behavior Response Approver - Role '
TitlE.’ROle Counselor - Role

Food Service - Role

FRAM Processor - Role
Haalth . RPnla

*(Click and drag to select multiple)

Selected Titles and Roles

1st Grade Teacher a
Teacher - Role

*(Click and drag to select multiple)

‘Cancel ‘ Next
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Account Security

User Management > Settings > Account Security Preferences
¢ Staff AUtomathn Staff Account Automation Setup

Calendar User Groups (Optional)

Y A uto_a SS i g n Ca I e n d a r E;);rti;)eas;ljeg;efhgttaéz)r 3:1;#'(; Zaslzi(gs%;r;itc-)r more of the calendar groups selected below will be automatically assigned to the

Calendar User Groups Selected Groups

g ro u p S +1 Calendar - Arthur Elem
+1 Calendar - Fillmore MS

+1 Calendar - Harrison HS

-1 Calendar - Arthur Elem

° Dlstrlct ASSlgnmentS 1 Calendar - Fillmore MS

-1 Calendar - Harrison HS

0 Current Calendar - Arthur Elem

used for Calendar Group 0 Current Calendar - Carter MS

0 Current Calendar - Fillmore MS
0 Current Calendar - Harrison HS

aSSign ment Events & Actions

*(Click and drag to select multiple) (Click to remove selected option)

‘ Prev H Cancel

‘ Next ’
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Account Security

User Management > Settings > Account Security Preferences

e Staff Automation

* Auto-assign Tool Groups

Staff Account Automation Setup

Tool User Groups (Optional)

For the selected title(s) and/or role(s) select all the tool groups to be automatically associated.

Tool User Groups

Selected Groups

Ad Hoc Reporting
Application Specialists
Assessment
Attendance
Behavior
Behavior Referral
Behavior Setup
Census

Clericals
Counselor

District Setup
Fees

FS-Admin

Health

HO Clerical

HO Counselor_Principal
(SiaWalN=]

Teachers Elementary School

*(Click and drag to select multiple)

(Click to remove selected option)

‘ Prev H Cancel

‘ Finish
b
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Reports

User Management > Reports > Tool & Calendar Right Access

 Tool & Calendar Right Access

* Shows user account tool
rights and what gives them
those permissions

Tool & Calendar Right Access Report

This report displays a list of users or groups who have been granted the specified tool or calendar right access.

Tool

Calendar

Rights RLwlJaUO b
Exclude Disabled D

Accounts

Output | User Accounts v
Format

[ Generate Report ]
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Reports

User Management > Reports > User Group Report

User Group Report
* UserG R t
S e r ro u e O r This report provides both a high level overview and detailed information about user groups.

The following options are available for this report:
- User Groups Summary: Provides a list of all existing user groups

* Details option shows what D e s Sl i el e 40 (e 100t b POF ot
. R Selecti
calendar to tool rights are Repat i ]

(User Group Details Report

e e User Groups

aligned with a user group
+1 Calendar - Fillmore MS

+1 Calendar - Harrison HS
-1 Calendar - Arthur Elem
-1 Calendar - Fillmore MS
-1 Calendar - Harrison HS
0 Current Calendar - Arthur Elem
0 Current Calendar - Carter MS
0 Current Calendar - Fillmore MS
0 Current Calendar - Harrison HS
Activity Registration
Ad Hoc Reporting
Administrators
All Calendars
Application Specialists
Assessment

Format:

*For best results, ensure that your printer is set to print in 'landscape’ mode.

Generate Report
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Reports

User Management > Reports > Product Security Role Report

Product Security Roles

P 1 Data Change Tracker
Product Security Role Report Data Change
Student Information System
Student Information System - Group Assignment

¢ U Se FS a SS'g n Ed ea C h FO I e Student Information System - Login As User

(CTRL-click or SHIFT-click to select multiple)

D Include Disabled Accounts

Group By: | Person v

Format:

I Generate Report ]
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Beginning of Year

 Update calendar groups
* Add upcoming year

 Remove Modify rights for previous years
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Questions
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Thank you!

* Please contact your account manager for any training needs
— Lori Ratzke

— Shelley Krane

Nebraska
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